
Security Systems Best Practices 

Basics 

1. All systems require a Security Systems Assessment (SSA) 

2. No work shall be performed without a professionally written, signed contract 

3. All systems shall include perimeter detection 

4. All systems shall include interior detection 

5. All wiring shall comply with NFPA 70 (National Electrical Code) 

6. All commercial systems shall comply with NFPA 731 

7. All systems shall provide a minimum of 4 hours secondary standby power 

8. All systems shall provide a minimum of 15 minutes of secondary notification power 

9. Customer contact information shall be verified annually 

10. All systems shall include record (as-built) drawings on completion 

 

Control Unit 

1. Control unit shall be located within the protected area in an environmentally controlled location 

2. Control units shall be UL listed for their specific application 

3. Control unit primary power shall come from an unswitched outlet 

4. SIA CP-01 default programming shall be used when permitted by application 

5. All users shall be trained on use of system upon acceptance 

6. Fire detection equipment shall only be connected to equipment listed for fire alarm use 

7. End of line resistors shall be located after the last device on the circuit 

8. Zone types shall be programmed with consideration to reduce false alarms 

9. Keypads shall be located at every commonly used entry point 

10. User codes shall be at least 6 non-sequential digits 

 

Perimeter 

1. All ground level perimeter entry points shall be provided with detection 

2. Traditional and non-traditional entry points shall be protected 

3. Screw mounted contacts shall be secured with security screws 

4. Magnetic contacts on steel doors shall be protected from demagnetization 

5. Armored cable or conduit shall be used where cable is subject to physical damage 

6. Type of glass being protected shall be verified to work with the glassbreak detector used 

7. Glassbreak detector shall be tested with manufacturer test tool 

8. Glassbreaks shall not be programmed as 24 hour zones 

9. Shock detection devices shall be located with consideration to possible false alarm sources 

10. Exterior photoelectric beams shall be located to overlap detection 

 

 



Interior 

1. All systems shall include interior detection 

2. Detection devices shall be selected and located to avoid false alarms 

3. Motion detection in path of system arming/disarming station shall be on delay or follower zone 

4. A false alarming PIR shall not be substituted with a dualtech 

5. Interior detection shall be automatically bypassed when system armed when building occupied 

6. Detection pattern of motion detector shall not exceed size of area being covered 

7. Mounting height requirements for motion detectors shall be observed 

8. False alarm sources for motion detection shall be masked or detector located to avoid source 

9. Detectors with temperature compensation shall be used in areas without HVAC  

10. Point detection shall be used when motion  detection is not practical 

 

 

Notification 

1. All systems shall include interior and exterior notification appliances 

2. Interior notification appliances shall maintain at least 90dB sound level within protected area 

3. Systems shall include exterior audible and visible notification 

4. Exterior notification application type and location shall consider environment and vandalism 

5. Auxiliary power shall be used when notification power requirements exceed panel output 

6. Siren driver minimum and maximum wattage limits shall be observed 

7. Multiple speakers shall be wired to optimize impedance capacity of siren driver 

8. Cable 18AWG and larger shall be used on notification appliance circuits 

9. Notification circuit cable shall be selected based on voltage drop calculation 

10. Available system notification power shall be calculated before installation 

 

 

Communications 

1. All systems shall be monitored 

2. Monitoring shall be done under written contract 

3. Systems shall include at least one non-landline communications path 

4. Systems shall be monitored by a listed monitoring station 

5. Account number reporting to supervising station shall be verified on system acceptance 

6. Equipment used for communications shall have a minimum 4 hours secondary power 

7. IP communications equipment (switch, router) shall have a minimum 4 hours standby power  

8. Exterior demarcation point for landline communications shall be protected 

9. Alarm verification or enhanced called verification shall be used (where permitted) 

10. Interactive services shall be offered where appropriate and available 

 



Power 

1. Systems and power supplies shall have primary and secondary power 

2. Systems shall have battery calculations for control panel and auxiliary power  

3. Standby battery calculations shall include a 20% derating factor 

4. Cable shall be sized to allow a maximum of 10% voltage drop 

5. Primary power shall come from unswitched outlet 

6. Where a plug in transformer is used, it shall be secured to the outlet 

7. Transformer voltage and wattage specified by manufacturer shall be used 

8. Primary power shall be metered to verify  

9. Batteries shall be replaced every 5 years 

10. Battery charging capacity of control panel/power supply shall not be exceeded 

 

 


