
Security System Assessment 
 

 

Capabilities and Limitations  It is important to identify the capabilities and limitations of the electronic 

security system installed at the facility. 

 

Capabilities.  Based on the system being properly used and armed. 

1. Provide detection capabilities for all pedestrian doors 

2. Provide detection capabilities for all overhead doors 

3. Provide detection capabilities for all windows on the first floor greater than 144 square inches 

4. Provide detection capabilities for all interior areas 

5. Provide detection capabilities for the server room 

6. Provide exterior perimeter detection for the Secured Parking area 

7. Provide notification capability to a UL Listed Central Station which can effectively retransmit the 

signal to appropriate local authorities 

8. Provide audible notification throughout the building so that a minimum 90 dBA sound level is 

present during alarm 

 

Limitations. 

1. Electronic security systems only work if properly used 

2. Electronic security systems do not provide physical protection 

3. Electronic security systems cannot provide reliable response from local authorities 

4. Electronic security systems cannot prevent property damage 

5. Electronic security systems cannot prevent personal injury 

6. Electronic security systems cannot prevent theft 

7. Electronic security systems cannot prevent a determined individual from gaining access to the 

facility 

8. Electronic security systems only work properly when installed and used in conformance with the 

manufacturer’s instructions 

 

Building Owner Requirements  The following is a list of requirements as determined by the building 

owner. 

1. Detection on all doors and windows 

2. All 5 office area pedestrian exit doors shall be entry / exit zones 

3. The server room door shall be an entry / exit zone 

4. The double exit doorway shall be an entry / exit zone 

5. Detection inside every office space 

6. Detection inside the warehouse 

7. Notification of all signals to the Central Station 

8. Notification of all signals to cell phones as designated by the building owner 

9. Install a panic button at the reception desk 

10. According to the local police department, response time to the facility is 20 minutes on average.  

Due to this slow response time, the building owner would like a more aggressive local 

notification capability. 



11. Install an indoor siren at every pedestrian door area location 

12. Install an indoor siren in every office area 

13. Install exterior stainless steel enclosed sirens with blue strobes outside every pedestrian door 

area location 

14. Provide communication to the Central Station using multiple paths so that even with cut or 

disabled landlines the signal gets through. 

15. Provide opening and closing reports 

16. Provide individual codes for all employees 

17. User accessible history log 

 

Scope of Work 

 

NFPA 730 Security Vulnerabilities Assessment (SVA).  The SVA is the responsibility of the building owner.  

The building owner has made a decision to forego a formal SVA.  According to the building owner, the 

primary threat to the facility is smash and grab events and burglary at something less than a 

professional level.  The threat of employee theft is minimal. 

 

Specification.  Install the system in compliance with any written specifications 

 

Codes.  Follow all codes associated with the work 

 

Manufacturer’s Instructions.  Install and follow all equipment manufacturer’s published instructions for 

the equipment being installed 

 

Best Practices.  Follow industry best practices as defined by the attached Best Practices document 

 

Control Panel.  The control panel shall be an addressable commercially listed UL Burglary control panel 

with the capability of providing point identification for all connected devices.  The control panel shall be 

capable of partitioning and the office area is required to be a separate partition from the warehouse 

area.  The server room will be required to be a separate partition as well.  The control panel is required 

to maintain a history log of at least 500 events and be capable of viewing directly by the user.  Once 

programmed, the control unit downloading / remote programming capability shall be disabled.  The 

control unit will be installed in the server room of the building. 

 

Perimeter Detection Devices.  The electronic security system shall provide detection capability for all 

perimeter pedestrian and overhead doors.  All doors with a glass component shall also be provided with 

glassbreak detection.  All windows which are greater than 144 square inches shall require window 

contacts if they open and glassbreak as well. 

 

Interior Detection Devices.  The system will use Dual Technology motion detection for interior 

applications.  Every room in the office area will be provided with motion detection except the server 

room.  Every hallway in the office area will be provided with motion detection.  The warehouse will be 

provided with motion detectors on every wall spaced not more than 50 feet apart.  Additionally a 



motion detector will be required in each alley of the rack storage area.  There are two long alleys in the 

rack storage area and two short alleys.  A door contact shall be required on the server room door. 

 

Panic Devices.  A panic device will be required at the reception desk 

 

Supervisory Devices.  No supervisory devices are required. 

 

Sirens and Strobes.  An interior siren shall be required at every pedestrian door area.  An exterior siren 

and blue strobe shall be required in a stainless steel enclosure on the outside of the building at each 

pedestrian door area.  An indoor siren shall be required in every office area room with the exception of 

closets and bathrooms.  The interior sirens shall produce a minimum sound level of 90 dBA throughout 

the office and warehouse area. 

 

Communication.  The security system shall communicate with a UL Listed Central Monitoring station.  

Communication to the Central Station shall be by phone line (or internet connection) and a cellular 

communicator.  The Central Station shall send a daily list of all signals received in the last 24 hour 

period.  All opening and closings shall be transmitted to the Central Station. 


